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1 INTRODUCTIONS
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ControlCase Snapshot

CERTIFICATION AND CONTINUOUS COMPLIANCE SERVICES

Go beyond the auditor’s checklist to:

Dramatically cut the time, cost and burden from becoming certified and maintaining IT compliance.
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• Demonstrate compliance more efficiently 

and cost effectively (cost certainty)

• Improve efficiencies

⁃ Do more with less resources and gain 

compliance peace of mind

• Free up your internal resources to focus 
on their priorities

• Offload much of the compliance burden to 
a trusted compliance partner

1,000+ 275+10,000+

CLIENTS IT SECURITY

CERTIFICATIONS

SECURITY

EXPERTS



TAGCYBER
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Dr. Edward Amoroso

CEO, TAG Cyber LLC

ANALYSIS SERVICES MEDIA
CYBER

CORPS



EVOLVE
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Michael Costello

Principal, Co-Founder, Evolve

• Evolve MGA is the largest “cyber insurance specialist” 

company in the United States.

• What is cyber insurance? It is hacker insurance for 

businesses of every size in all industries.

• Evolve MGA underwrites & distributes the broadest cyber 

insurance policies in the marketplace.

• Offering the largest cyber insurance specialist claims team in 

the world, made up of best in class forensic experts.

• Service includes “free” exclusive access to top tier cyber risk 

management services



2 CURRENT RESEARCH
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Three Key Continuous Security Compliance Requirements

BASED ON RECENT RESEARCH FINDINGS 
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CONTINUOUS

 An effective compliance program for 
cyber security must provide a stream 

of continuous, accurate information 
about posture.

AUTOMATED

Continuous compliance requires an 
automated platform that collects and 

processes data in as close to real-time as 
can be achieved.

INTEGRATED

The best compliance programs are 
integrated into the systems being 

measured, versus built as after-the-
fact overlays.
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WHAT ARE ZERO 

TRUST PRINCIPLES
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What are Zero Trust Principles?

Assume You’re at Risk from all Angles:

• Attackers are both internal and external 
to your network

• No machine, user or organization is 
automatically trusted

• Strict access controls and least privilege 

on processes
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4

IMPLEMENTING ZERO 

TRUST PRINCIPLES IN REMOTE 

WORKING ENVIRONMENTS
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Implementing Principles for Remote Working Environments

PEOPLE

• Adopt a partnership approach with all stakeholders

• Implement continuous compliance as an organizational cultural shift.

• Assessors should maintain their structure for an onsite audit but instead use video calling and screen sharing to 

provide evidence and conduct interviews as a part of the assessment.

• Management/Managers must review user access in terms of privileges, including printing reports at home computers.
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Implementing Principles for Remote Working Environments

TECHNOLOGY

• Remote testing (vulnerability assessment / penetration testing/application security testing) 

• Sensitive data should only be accessible via secure encrypted channels 

• Sensitive data cannot be copied into or transmitted from local systems.

• Automated evidence collection; especially for cloud infrastructures. 

• Strong end-user security and access control architecture for remote end-users.
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Implementing Principles for Remote Working Environments

PROCESSES

• Additional sampling and checks

• Review and conduct risk assessment process for remote employees

• Automated evidence collection tools and scripts 

• Continuous Compliance management 
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CYBER INSURANCE FOR MODERN 

DAY EXPOSURES
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Have you already been hacked?
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Dark Web Scanner



Successful Cyberattacks = Human Based Error
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Ransomware Fund Transfer Fraud



Secure Your Home Office
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Secure Your Business
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The Value of Cyber Insurance



5 Q&A
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Access Now - Free Ebook

PERFORMING PCI DSS ASSESSMENTS

USING ZERO TRUST PRINCIPLES
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https://www.controlcase.com/free-pci-ebook/

https://www.controlcase.com/free-pci-ebook/
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